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Abstract. The growth of mobile and cloud computing, cyberphysical
systems and the internet of things has arguably made scalable concurrency the central to computing. Actor languages and frameworks have
been widely adopted to address scalability. Moreover, new tools that
combine static and dyamic analysis are making software safer. This presentation describes the actor programming model and reasoning tools
for scalable concurrency. As we scale up cyberphysical applications and
build the internet of things, a key limitation of current languages and
tools becomes apparent: the diﬃculty of representing quantitative and
probabilistic properties and reasoning about them. The paper concludes
by discussing some techniques to address reasoning about the behavior
of complex scalable concurrent applications.
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Introduction

The increasing use of web services, web applications, cloud computing, multicore computers, and sensor networks have made concurrency central to software
development. The software industry is adapting to these changes by adopting
concurrent programming as a key to achieving the performance goals of software
product lines. Because many applications require scalable computing, the Actor
model of concurrent computation [12] has naturally found increased applicability.
A number of actor languages and frameworks are being used by software developers in industry today. Erlang [4], originally developed by Ericsson, has been
used to implement Ericsson’s backbone system, the Facebook Chat system [5],
and the Vendetta game engine. Google released DART [2], an actor language
for the in-browser application market. Actors in Scala are used by Twitter to
program its backbone system [6]. Microsoft’s Orleans actor framework [13] has
hundreds of industrial users. Other applications written using one of these actor
frameworks include WhatsApp [3], LinkedIn, the Halo 4 game engine [1], and
the British National Health Service backbone [7]. We ﬁrst describe the actor
model and then discuss how we can test actor programs. We then discuss some
techniques to scale up reasoning in order to increase conﬁdence in large systems.
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The Actor Model. An actor is an autonomous, interacting unit of computation
with its own memory. An actor could be a computer node, a virtual process, or
a thread with only private memory. If we were trying to model a shared memory
computation using actors, we would have to represent each variable as a (simple)
actor. But scalable systems require greater abstraction and the Actor model
is more useful for modeling such systems. Each actor operates asynchronously
rather than on a global clock. This models distributed systems where precise
synchronization between actions of subcomponents is not feasible.
Actors communicate by sending each other messages. Because there is no
action at a distance, these messages are by default asynchronous. Abstractions for
synchronous messaging must be deﬁned using asynchronous messages (e.g., [9]).
Finally, an actor may create new actors. In software, this models creation of new
concurrent objects and in operating system it can model process creation. In the
case of hardware, it may model adding modules to an existing system. The concept
of actors is closely related to that of autonomous agents [16].
Variants of the Actor Model. In real-time systems, sometimes a global clock is
used [20]. In modeling networks, probability is added to transition [8,11]. However, as I noted in 2003, there is a need for more complex models of time than
the current extremes of asynchronous or synchronous computation and communication. In physics, the notion of distance and the speed of light bounds the
synchrony of events at diﬀerent objects. Similarly, a richer model of concurrent
systems should have a notion of “virtual” distance with which the degree of synchronization varies. However, this degree of synchronization need not be exact:
the model needs to incorporate probability so that we can reason about the stochastic nature of message delivery, or about failures, or other hard to control
variables.

2

Concolic Testing

The behavior of a computing system can be represented as a binary tree (a higher
arity tree can be reduced to a binary tree), where the internal nodes of a computation tree represent decision points (resulting from conditional statements
or from nondeterminism), and the branches represent (one or more) sequential steps. Note that the nondeterminism may be a way of modeling the results
of diﬀerent mechanisms: probabilistic transitions, scheduling of actors, or communication delays. For simplicity, we will call these nondeterministic choices
scheduling choices. System veriﬁcation is a process of examining a tree of potential executions to see if some property holds at each step.
The most common form of correctness reasoning is testing. Testing involves executing a system, which in turn requires picking some data values for the inputs and
ﬁxing an order for the scheduling choices. In order to make testing feasible, only a
ﬁnite approximation of the potentially inﬁnite behavior is considered. Such approximation is done in two ways: ﬁrst, by restricting the domain of inputs. Second, by
bounding the depth of the loops. The bound on the depth is typically arbitrary.
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Of course, termination is undecidable, but more pragmatically, even though for
many computations termination may be decidable, it may not be feasible to automatically determine what bound to use for a loop. Finally, only a small number of
potential scheduling choices are considered.
Even with these restrictions, the space of possible behaviors is generally too
large to examine fully. To overcome the problem, symbolic testing was proposed.
The idea of symbolic testing is quite simple. Instead of using concrete values
for data inputs, a symbolic value (variable) can be associated with each value.
Then at each branch point, a constraint is generated on the variable. If there
are values for which the constraint holds, the branch in which the constraint is
true is explored, carrying the constrained forward. At the next branch point,
the constraint on that branch is added to the constraint which has been carried
forward, and again solved to see if there are values satisfying it. Similarly, if there
are values satisfying the negation of the constraint, the other branch is explored.
During the exploration, the symbolic state is checked to see if the constraints
implied by the speciﬁcation could be violated.
The problem with using symbolic testing is that the constraints involved are
often unsolvable or computationally intractable. For example, if these constraints
involve some complex functions or use of dynamic memory. In this case, it is
unclear if a branch might be taken. When a constraint at a branch point cannot
be solved, tools based on symbolic checking assume that both branches might
be taken, leading to a large number of erroneous bug reports and causing tool
users to ignore the tool.
To overcome this diﬃculty, concolic testing was proposed [15]1 . The idea is
to simultaneously do concrete testing and symbolic testing on the same system.
When a constraint cannot be solved, use randomization to simplify the constraint
and ﬁnd a partial solution. This increases coverage, but of course, does not provide completeness. We extended this concept to systems with dynamic memory,
and to systems with concurrency, both the actor and the Java multi-threaded
variety.
In case of concurrent systems, there are a large number of possible executions which are result in the same causal structure. This is because independent
events (e.g. those on two diﬀerent actors that have no causal relation) are simply
interleaved. However, considering diﬀerent orders may not aﬀect the outcome.
It is important to reduce or eliminate the number of such redundant executions
as there are an exponential number of choices. Such reductions are called partial
order reduction. A number of techniques, such as a macro-step semantics for
actors have been developed to facilitate partial order reduction. We have also
used concolic testing to dynamically detect interleavings that are redundant.
Concolic testing has been implemented in two tools which enable automatic
unit (as opposed to system) testing of software written in C [24], JAVA [23],
and actor programs [22]. Although the idea behind concolic testing is rather
simple, concolic testing has proved very eﬀective in eﬃciently ﬁnding previously
undetected bugs in real-world software, in some cases, in software with a large
1
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user base which had gone through testing before being deployed. It has since
been adopted in a number of commercial tools, including PEX from Microsoft2 .
Partial Order Reductions for Testing. In case of concurrent systems, there are
a large number of possible executions which are result in the same causal structure [21]. This is because independent events (e.g. those on two diﬀerent actors
that have no causal relation) are simply interleaved. However, considering different orders may not aﬀect the outcome. It is important to reduce or eliminate
the number of such redundant executions as there are an exponential number of choices. Such reductions are called partial order reduction. A number of
techniques, such as a macro-step semantics for actors have been developed to
facilitate partial order reduction [10].
We have also used concolic testing to dynamically detect interleavings that
are redundant. The macro-step semantics of actors is independent of the particularly library or language used: because the processing of a message by an actor
is atomic, it can be done to an arbitrary depth before another actor takes a transition. Such properties have been used to provide a path exploration interface
which can be common to all actor frameworks in Java [19].
Concolic Walk. When concolic testing encounters a constraint that a constraint
solver cannot handle, it needs to do a heuristic search in the space deﬁned by
the subset of constraints that it can solve. Many heuristics have been proposed
to address this problem. In fact, we have shown that it is often possible to
essentially use a combination of linear constraint solving and heuristic search to
address this problem [14].

3

Reasoning About Large-Scale Concurrent Systems

In large-scale concurrent systems, we are often interested in probabilistic guarantees on the behavior of the system, and in quantitative properties (energy
consumption, throughput, etc.) of such systems.
Statistical Model Checking. One possibility is sampling the behavior of a system:
in the real world, engineers often use Monte Carlo simulations to analyze systems.
This process can be made more rigorous by expressing the desired properties
of a system in a formal logic such as continuous stochastic logic (CSL). We
have proposed using an approach we call Statistical Method Checking to verify
properties expressed in a sublogic of CSL [25]. This work was extended to verify
properties involving unbounded untils in [26]. The methods are implemented in
a tool called VESTA [26] which has been used in a number of applications.

2
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Verifying Quantitative Properties in Large State Spaces. The notion of global
state also needs to be richer. In statistical physics, one often looks at the probability distribution over states to reason about aggregate properties such as temperature. Similarly, we can eﬀectively measure certain quality of service parameters
by representing the global state of systems not as a nondeterministic interleaving
of the local states of components, but as a superposition of the individual states.
We have developed a notion of state based on this concept. The notion of state
as a probability mass function allows us to use a variant of linear temporal logic
to express properties and to solve the model checking problem by using linear
algebra for systems that are Markovian [17]. The technique is particularly useful
for systems such as sensor networks [18].
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