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Abstract—Attackers often attempt to move laterally from host
to host, infecting them until an overall goal is achieved. One
possible defense against this strategy is to detect such coordinated
and sequential actions by fusing data from multiple sources.
In this paper, we propose a framework for distributed data
fusion that specifies the communication architecture and data
transformation functions. Then, we use this framework to specify
an approach for lateral movement detection that uses host-
level process communication graphs to infer network connection
causations. The connection causations are then aggregated into
system-wide host-communication graphs that expose possible
lateral movement in the system. In order to provide a balance
between the resource usage and the robustness of the fusion
architecture, we propose a multilevel fusion hierarchy that uses
different clustering techniques. We evaluate the scalability of the
hierarchical fusion scheme in terms of storage overhead, number
of message updates sent, fairness of resource sharing among
clusters, and quality of local graphs. Finally, we implement a
host-level monitor prototype to collect connection causations,
and evaluate its overhead. The results show that our approach
provides an effective method to detect lateral movement between
hosts, and can be implemented with acceptable overhead.

I. INTRODUCTION

Resiliency is the ability of a system to maintain proper
service when facing abnormal changes. In this work, we focus
on resiliency to intrusions in networks and distributed systems.
With the growth in size and complexity of these systems, it
has become practically impossible to prevent all intrusions.
Resiliency provides an additional layer of security by detecting
the intrusions and controlling the effects of these intrusions
while maintaining system service.

Monitoring the operation of a system is essential to achiev-
ing resiliency. Monitoring information is used to estimate
the current state of the system, detect intrusions, and drive
response actions.

In any real-life system, the volume of information that is
required to construct a system-wide state can grow rapidly,
imposing significant challenges on any analysis for resiliency,
such as intrusion detection [1], [2]. Previous approaches that
tried to process the large volume of information for intrusion
detection have not been adopted in practice. Most of these
approaches require significant manual effort and domain ex-
pertise to build models for intrusion detection. Moreover, since
the models are built based on what has already been observed
in the system, detection of previously unseen intrusions may
fail. These approaches are also unable to detect attacks that
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happen over a long period of time, such as long-lasting
targeted attacks and coordinated attacks. This is evidenced by
the fact that many attacks are detected long after a significant
loss has already been incurred [3].

To address the problem of information overhead in con-
structing a system-wide state, we propose a distributed data
fusion framework. This framework formally specifies how
information should be collected, exchanged, and transformed
to detect certain intrusions and possibly respond to them. This
framework also allows us to reduce resource overhead on a
central location and provide a robust processing architecture.

We demonstrate the use of the proposed fusion framework in
detecting lateral movement behavior. Observed in many long-
lasting targeted attacks such as Advanced Persistent Threats
(APTs), lateral movement is the phase of an attack in which
the attacker tries to expand control over other machines in a
network starting from one compromised machine. Detection
of lateral movement imposes significant challenges in terms
of information overhead, and requires coordination among
multiple entities in a system.

In our approach, monitoring and fusion agents at different
levels across the system coordinate to detect lateral movement.
The agents are arranged in a hierarchy from the host level, to
the cluster (group of hosts) level, to the global level.

The host-level agents collect process information from the
kernel and infer causation relationships between incoming and
outgoing network connections. A causation relation implies
that there is a dependency between the incoming and outgoing
connections. Use of kernel-level information allows us to infer
the connection causations more accurately than we could by
just using timing information or port numbers. The higher-
level cluster agents use abstracted data from host-level agents
and construct a graph of lateral movement. Finally, the global
agent uses the information from the cluster agents to generate
a global view of lateral movement in the system.

We demonstrate that the distributed fusion enables lateral
movement detection in large systems by distributing the stor-
age and processing overhead among multiple clusters. We
also show that fairness and locality of information among
clusters can be achieved using different types of host clustering
approaches.

Our contributions can be summarized as follows:

e« We propose a distributed data fusion framework for

system resiliency, and formalize different fusion require-
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ments within our framework (Section II).

e« We show the utility of our framework by developing
agent-based monitoring and fusion mechanisms to detect
lateral movement behavior in an enterprise system (Sec-
tions III, IV).

« We propose a method to infer communication causation
events by collecting and analyzing kernel-level process
activities on a host (Section IV).

o We perform a trace-based simulation experiment to eval-
uate the lateral movement detection approach in terms of
scalability, fairness of distributed processing, and quality
of local states at higher-level agents (Section V).

e We use DTrace on an OS X machine to implement a
prototype host-level data collection and processing agent,
and we evaluate its overhead (Section V).

II. DATA FUSION FRAMEWORK

Data fusion, in a general sense, is defined as a set of tools
and techniques to combine data originating from different
sources. Data fusion aims to obtain information of greater
quality [4]. Data fusion is required for intrusion resiliency to
obtain a holistic view of the system state that can be acted upon
without overwhelming the analyses. This leads us to define the
components and formalism of our data fusion framework as
follows.

A. Components of Data Fusion

The main building blocks of our fusion framework are the
agents that are responsible for monitoring and fusion in a
computing system. More precisely, agents perform data col-
lection, transformation, and transmission. The communication
structure of these agents is defined by a fusion architecture.

a) Data collection: Agents collect data by monitoring a
local computer system or communicating with other agents.
The data available to an agent at time ¢ represent the local
state of the agent at time ¢. For example, we can implement
an agent to collect kernel-level activities on a host machine.

b) Data transformation: The agents can apply transfor-
mation functions on their local state to convert it into different
representations. In most cases, the purpose of transformation
is to decrease the level of complexity of the system state
representation. We say that this process increases the level
of abstraction. The highest level of abstraction is the entire
system view, while the lowest level could be a very detailed
view of what an individual agent observes. A higher-level
abstraction provides a more concise view of a larger part of
the system at the cost of some information loss.

¢) Data transmission: The agents send a transformed
representation of local state to other agents. Triggering events
or triggers determine when the data are transmitted. The
triggers can be periodic, i.e., based on a function of time, or
state-specific, i.e., based on a function of the agent’s current
state.
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d) Fusion architecture: The fusion architecture defines
how the agents communicate in order to disseminate the data
among themselves to achieve a specific goal. Agents can
communicate to one central server or among themselves in
a distributed manner.

The agents can be divided into multiple levels of hierarchies
to build a hierarchical fusion architecture. The agents that are
higher in the hierarchy receive data from lower-level agents
and apply transformations to fuse and convert the low-level
data to the right level of abstraction.

Different hierarchical structures provide a tradeoff between
communication overhead and robustness. A centralized struc-
ture is simple and incurs less communication overhead. How-
ever, the central collection agent at the root of the tree is
a single point of failure. A fully distributed architecture, on
the other extreme, is more robust to failures but comes with
additional communication overhead. The number of levels in
the hierarchy and the communication protocol at each level
can be chosen based on the goal of fusion. We describe and
evaluate these variations in later sections.

B. Data Fusion Framework

Definition The fusion framework F is defined as a quadruple

(G, f,9,T).
G : A directed graph G(V, E) that defines the fusion archi-
tecture. The set of vertices, V = {1,2,...,n}, represents

the agents in the system. The set of edges, E C V x V,
represents the communication structure of the agents.
f+ A set of transformation functions,
{filZ; = fi(x;),Yi € V}, applied by an agent to
fuse and abstract local data. The output of the function

fi is @;, the current state of the agent 1.

g: A set of transformation functions,
{g;l%;" = g;(;),Vj € E}, that an agent can apply
before sending the local state to another agent located
on the tail endpoint of edge j.

: A set of temporal propositions, {T},Vj € E}, that rep-
resents the triggering events that cause the agent to send
data along edge j to the agent at the tail endpoint.

Fig. 1 shows examples of different ways in which the fusion
framework can be instantiated. Fig. la shows a centralized
architecture in which the root of the tree is a collection agent
that receives data from its child agents. It can combine and
increase the level of abstraction of the data received from
the children. Fig. 1b shows an extension of the centralized
architecture with multiple levels of hierarchy. In this three-
level structure, the lowest-level agents are divided into mul-
tiple clusters, with each cluster having one leader to collect
information from the lowest-level agents. The cluster leaders
then send their information to a global leader who is at the
root of the tree. Finally, Fig. 1c shows a variation of the
hierarchical architecture in which the agents in the topmost
level communicate in a distributed manner.
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Fig. 1: Examples of fusion framework, F, with different types of hierarchical fusion architectures, G: (a) 2 levels with centralized
communication, (b) 3 levels with centralized communication, and (c) 2 levels with distributed communication at the top level. At agent
i, the local state #; is transformed into #;" = g(#;) and sent to another agent. Grouping of hosts into clusters is shown by the dotted
boundaries. Depending upon the underlying network topology, different clustering algorithms can be used for different trade-offs among

scalability, fairness of distributed processing, and quality of local state.

III. OVERVIEW OF LATERAL MOVEMENT DETECTION

Using the fusion framework proposed in Section II, we de-
scribe our approach to detect lateral movement. We first define
lateral movement and argue for the necessity of detecting such
behavior. Then, we give an overview of our approach.

A. Lateral Movement

Even though cyber intrusions take many forms, most forms
have a common anatomy, described by Lockheed Martin
Corp.’s intrusion kill chain [5]. The phases of attack in this kill
chain are reconnaissance, weaponization, delivery, exploita-
tion, lateral movement, and actions on objectives. Usually,
an attacker performs the delivery with social engineering,
spear-phishing, or malware. Exploitation is done by gaining
privileged access on a host and establishing command and
control (C2). Then, the attacker performs lateral movement,
which involves use of legitimate services to move to other
hosts in the network. This allows the attacker to expand
his or her control over the system and eventually reach a
set of target machines. After lateral movement, the attacker
maintains access to the system to eventually achieve some
malicious goal, such as data exfiltration or service disruption.

We focus on the lateral movement phase because if we are
able to detect and thwart an attack in this phase, we can prevent
the system from sustaining more serious damage. Recently,
lateral movement played an important part in the Ukrainian
power grid control network compromise. After using spear-
phishing to gain access to the internal network, the attackers
used VPN and remote desktop to move laterally through
the system and control hosts in order to trip breakers in
substations [6].

In this work, we detect all lateral movement chains, whether
they are malicious (e.g., part of an intrusion kill chain) or
benign (e.g., a system-wide administrative task [7]). Since an
attacker may hide lateral movement by using the benign chains
of events in the system [8], it is difficult to distinguish between
benign activity and malicious behavior that hides within such
activity. Therefore, we believe that finding all possible chains
of events that are related to each other is the first step towards
discovering evidence of malicious lateral movement.
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B. General Overview of Approach

In our work, we use a hierarchical fusion architecture to
fuse host process communication information and network
connection information to track lateral movement as it happens
in the system.

Intuitively, lateral movement can be thought of as a targeted
walk on a network graph such that sequential pairs of steps are
causally related. To track this walk, we need to detect series
of ordered network connections between hosts. However, not
all network connections between hosts will be part of lateral
movement. It is typical to use known port numbers or timing
to correlate incoming and outgoing connections in a hosts.
This leads to a high number of false positives and false
negatives. To improve the accuracy of correlation, we monitor
inter-process communications to establish a causation relation
between incoming and outgoing connections on each host
across the system.

Fig. 2 shows the overview of our approach for using
distributed data fusion to detect lateral movement. Each host
in the system maintains a process communication graph (PC-
graph) by monitoring inter-process communication. The host
uses the PC-graph to infer causation between incoming and
outgoing connections. When a connection causation event is
detected, the host contracts the PC-graph and sends an update
to a higher-level collection agent. In a network, hosts are
clustered into sets; each cluster has a leader that collects
connection causation events. The leader then uses the events
to build a host communication graph (HC-graph). The HC-
graph tracks related connections between hosts and, thus,
tracks lateral movement. Finally, as the network grows in size,
maintenance of a full HC-graph becomes infeasible. We then
create a third-level abstraction in which a global leader collects
abstracted views of the HC-graphs from the clusters in the
network.

To summarize, the global agent stores the most abstracted
view (cluster communication); the cluster leaders store a more
detailed view (host communication); and host-level agents
store the least abstracted view (process communication). As
we go up the hierarchy, the purview increases, but the level
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Fig. 2: Overview of the lateral movement detection architecture.
A host-level monitor collects inter-process communication events
and generates a Process Communication (PC) graph. It extracts
connection causation events from the PC-graph and sends them to a
cluster leader. The cluster leader fuses the events to construct a Host
Communication (HC) graph. The cluster leader abstracts the HC-
graph and updates a global leader with inter-cluster connection events.
The volume of information decreases as abstraction level increases.

of detail about the communication becomes more abstracted.
Thus, in essence, our data fusion architecture generates a
global communication graph.

IV. LATERAL MOVEMENT DETECTION

Based on the high-level overview of our approach given in
Section III-B, we now detail our detection technique. First, we
introduce the data models used to represent system state. Then,
we propose two different fusion architectures for generating
the state. Finally, we describe how agents on the host generate
the information that is required for fusion.

A. Data Model

Lateral movement behavior is a chain of communication
events; we track these communication events and represent
them as system state. In this section, we formally define
communication events and the communication causation re-
lation. We use the communication causation events to define a
communication causation graph (CC-graph). We also formally
define the host communication graph (HC-graph) and the
transformation from a CC-graph to an HC-graph.

We consider communication to be any event by which
two entities exchange information. Communication flows are
directional by nature; nevertheless, information flow might
be symmetric. Communication occurs on multiple levels in
a system: at the network level between hosts, and at the host
level between processes.

Definition The universe of communication events is defined
as C. A communication initiated from A to B is defined
as a communication event c AB, where ¢ € C. The
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communication event is initiated at time t(z@) and has a
unique 1D h(ﬁ)'

We define the system state according to the causation
relation between connection events. In lateral movement, an
attacker starts from a host X, moves to a host Y, and then
uses host Y to target other hosts. This malicious connection
from Y to the other hosts is caused by the malicious con-
nection from X to Y. The notion of connection causality in
lateral movement refers to the existence of a flow of events
that signify a dependency between an outgoing connection
and an incoming connection. Instead of using only temporal
ordering among network events to establish causality, we use
host-level process communication to find a dependency path
between the process that sent an outgoing connection, and
the process that receives a connection. By using host-level
process communication information, we increase the accuracy
of the inferred connection causalities. We formally define
connection causation below. In Section IV-D, we describe the
procedure to infer communication causation relations using
process communication graphs.

Definition Let 2,y € C be communication events. Connection
causation is a relation of the form x>y such that y was caused
by . This form x > y is also termed a causation event?.

Now we construct the Communication Causation graph that
directly represents the lateral movement behavior.

Definition The Communication Causation graph (CC-graph)
is a directed graph CCG = (V,E,{ly) where the set of
vertices is the observed communication events in the system,
and an edge connecting two vertices signifies a causation
relation between the two communication events. The function
Ly : V — h(C) labels the vertices with an ID taken from the
set of connection IDs.

The CC-graph represents connection events as vertices
and is thus unbounded in the number of vertices, since
the connections in a system are unbounded. State-of-the-art
theoretic analysis of dynamic graphs only considers insertion
and deletion of edges, whereas graphs with changing vertices
(e.g., CC-graphs) are not fully studied. Thus, we propose to
transform the CC-graph to a Host Communication graph that
has a static number of vertices.

Definition The Host Communication graph (HC-graph) is
a directed graph HCG = (V,E,ly,{g) where the set of
vertices represents hosts in the system, and the set of edges
represents connections. The function ¢y : V' — Xy, labels a
vertex with an ID taken from the set of host IDs Xy, and
l{p: E — X labels an edge with an ID and a bit array b.

For every host, the edge ID on an incoming connection
represents a bit mask on the bit array of every outgoing edge.

'A connection is easy to identify; e.g., in TCP, the hash of port numbers
and sequence numbers in a SYN message is unique. Moreover, t(c) is relative
to a universal system clock.

2If D> y then t(z) < t(y), and if = > y > 2 then t(z) < t(y) < t(2).



When causation event x &>y is added, the mask is used to set
on edge y the bit positions represented by the ID of edge z.
In most cases, any two incident edges in the HC-graph
define a causation relation between two unique connections.
However, when a host is reused during lateral movement,
some incident edges in the graph will not correspond to valid
causation relations. Those ambiguities are clarified using the
unbounded bit arrays on the edges of the HC-graph.
To transform a CC-graph to an HC-graph, we take each
. 7 o~ T .
causation event ¢, = H;H; > H;Hj, and add it to the HC-
graph as two directed edges e, e, such that:

o o1 = (vi,v5) st (by (vi) = Hi) A (bv (v)) = Hj).

o 3= (v Vs, UR) S. (EV(’UJ) J) (by (vx) = Hy).

. éE(el) = (zdl,bl), where id; is unique to e;.

e (g(e2) = (ida, by), where bylidi] = 1 and ids is unique
to eo.

The bit array used to represent the causation events in
the HC-graph is unbounded. In practice, we want a bounded
scheme to represent those events. Depending on the usage of
the HC-graph for detection, we list a few possible methods
to encode the causation events: (1) Unbounded; (2) Limited
history, in which the size of the bit array is fixed and old
data are overwritten during an overflow; (3) Probabilistic,
in which a Bloom filter is used for each edge to encode
the causation events; and (4) Nondeterministic, in which
no explicit causation relations are stored on the edges. In
the nondeterministic case, the structure of the HC-graph still
guarantees that there exists a valid HC-graph to CC-graph
transformation.

Finally, a valid HC-graph should simulate a CC-graph. The
simulation relation is defined as a one-to-one mapping from
an HC-graph to a CC-graph, in which the connection IDs are
unique but not exactly reproduced.

Proposition 1. A valid HC-graph simulates a CC-graph.

Proof. We define a function that maps an HC-graph to a CC-
graph. For each pair of incident edges e; (vg, v1), €2(v1,v2) C
E x E in the HC-graph, if the pair represents a valid causation
event e; > es, then two vertices E1, E5 connected by an edge
€'(E1, E9) are added to the CC-graph. O

B. Centralized Architecture

We can detect lateral movement by joining pieces of the
local graph together to construct a global graph of attacker
movement. Using our fusion framework, we can define a 2-
level fusion architecture (Fig. 1b). In that setting, monitoring
agents on all hosts maintain a local process communication
graph, which is contracted whenever a causation event occurs.
Each agent then sends the causation event. We now describe
the fusion algorithm that uses the received causation events to
maintain a set of HC-graphs.

We model the system state as a set of HC-graphs G =
G1,Ga, -+ ,Gg. This state represents possible lateral move-
ment chains as they are being tracked by the central collection
agent. Each time a new causation event is received, the state
is updated. In particular, Algorithm 1 updates the state by
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Algorithm 1 System State Maintenance

Input: G = {G1,G2,- -+ ,Gr}
Input c=zxzly

: procedure HC-GRAPH-MAINTAIN

G; <SEARCH(G, x)

3 Gj, < SEARCH(G, y)
4 if G; =92 & G # O then
5: ADDEVENT(GY, ¢)
6: end if
7
8
9

if G, #2 & G = < then
ADDEVENT(G}, ¢)
end if

ifG; #0 & Gj, # @ then
11: Gm MERGE(G;,Gg )
12: G+ G\{G;,Gr} UG
13: end if
14: if G, =9 & Gj = J then
15: G < G UNEWGRAPH(c)
16: end if

17: end procedure

first searching for the connection IDs in each of the graphs
(line 2). If neither of the connection IDs is found, a new
graph is created and added to the state (line 15). If only one
of the connection IDs is found, a new edge is added to the
corresponding graph (line 8). If both connection IDs are found,
then the graphs are merged (line 11).

The collection agent also maintains a hash table for storing
the connection IDs and the graph in which the connection is
represented. The SEARCH function checks this hash table for
the connection.

The ADDEVENT function takes as input an HC-graph Gy,
and a causation event ¢ = H;H; > H; Hj,. It then inserts two
edges e1(H;, H;) and ex(Hj, Hy,) into G,.. We use a shorthand

% = G + c for the ADDEVENT function.

The causation events allow the collection agent to receive
out-of-order messages, because timing information is encoded
in the semantics of the relation. The MERGE function is used
to merge two lateral movement graphs when a causation event
is received out of order. It takes as input two HC-graphs and
adds all the edges from one graph to the other.

Proposition 2. HC-GRAPH-MAINTAIN has a constant amor-
tized runtime complexity, O(1).

Proof. The HC-GRAPH-MAINTAIN algorithm is an online
algorithm. The SEARCH function uses a hash table that has
O(1) amortized runtime complexity. The ADDEVENT function
runs in constant time O(1). The MERGE function has a runtime
O(min(|E1], | E2]). The worst-case running time occurs when
we merge graphs every time the size of the input doubles. That
is, we merge graphs of sizes 1,2,4,...,7/2,n, where n is the
number of causation events. The total worst-case running time
is 1+2+4+...4n/24n < 2n. Thus, the worst-case amortized
runtime complexity of the algorithm is O(1). O

Finally, we validate the state maintenance algorithm by
proving inductively that each operation should keep the state
(i.e., all the HC-graphs) valid.

Proposition 3. HC-GRAPH-MAINTAIN generates a set of
valid HC-graphs.



Proof. For |G| =0 (i.e., no graphs in the state), a new graph
containing the vertices and edges involved in the causation is
added. An HC-graph with one causation event can simulate a
CC-graph. Assume we have |G| = n valid graphs. When we
receive a new event e, there are three cases:

e The search leads to one match, and the event is added to
the respective graph. The addition of the event maintains
the validity of the graph as the event is added to the
simulated CC-graph.

o The graphs G; and G are to be merged. Since a graph
can be seen as a series of event additions, Gy = ZZ €i,
MERGE inserts the sequence of events of G5 into Gj.
Since adding an event preserves validity, adding a se-
quence of events also preserves validity.

« No matches exist, so a new graph is created with a single
event. This is similar to the base case.

O

C. Multilevel Hierarchical Architecture

The centralized fusion architecture works well for smaller
systems. However, as the system size increases, the local
computing and network bandwidth requirements at the central
location may lead to poor performance of the overall system.
The central agent also becomes a single point of failure.

To address the weaknesses of the centralized architecture,
we propose a hierarchical architecture. In this setup, we group
the host-level agents into multiple clusters. One agent in the
cluster is chosen as the cluster leader that receives causation
events from all host-level agents in the same cluster. A cluster
leader applies suitable transformations to the received events
and shares this information with other cluster leaders or a
global leader. The hierarchical architecture is thus an extension
of the centralized architecture, since it consists of multiple
centralized clusters of agents that coordinate with each other
on the next level of abstraction.

To show that our data model and fusion framework can be
extended to specify a hierarchical architecture, we describe
a three-level hierarchical architecture, shown in Fig. 1b. It is
easy to see that the same method can be applied to other
types of hierarchical architectures. As in the centralized case,
the host agents in the three-level hierarchical architecture
maintain a process communication graph and send causation
events to the cluster leader. Each cluster leader acts as the
centralized collection agent for its cluster and uses Algorithm 1
to maintain HC-graphs. At a cluster leader, the external hosts
(i.e., hosts that are not in the cluster) in an HC-graph will have
either no incoming edges (a source vertex) or no outgoing
edges (a sink vertex). From the definition of the HC-graph,
since a cluster leader can receive causation events only from
hosts within the cluster, it can never merge two graphs that
have an external host in common.

A cluster leader abstracts its HC-graphs and generates a
Cluster Communication Graph (CL-graph), which we define
as follows.

Definition A Cluster Communication Graph (CL-graph) is
a graph CLG = (V,E,ly,lg), where the set of vertices

26

represents cluster leaders and an edge (c1,co) € E represents
the connection from a host in cluster ¢; to a host in cluster
co. The function ¢y : V' — Xy labels the vertices with an
ID taken from the set of cluster IDs Yy, and g : £ — Xg
labels the edges with connection IDs between the two hosts.

Transformation function at cluster leader: The transforma-
tion function applied by a cluster leader to abstract the local
state (HC-graph) into the higher-level CL-graph is as follows.
On receiving a new causation event from the host-level agent,
the cluster leader c¢ looks for an outgoing connection in the
HC-graph. If there is one, it does a backwards traversal to
find all the incoming connections present in the same HC-
graph; also, the cluster leader collapses consecutive vertices
that share the same cluster ID into a single vertex representing
that cluster ID, while retaining connection IDs on the edges.
This algorithm generates inter-cluster connection chains with
an incoming connection to cluster ¢, causing an outgoing con-
nection from cluster c. These inter-cluster connection chains
are sent to the global leader.

Trigger events: We only consider one trigger event: the
existence of an outgoing connection from the cluster c that
is caused by an incoming connection to the cluster.

Transformation at the global leader: The global leader fuses
the inter-cluster connection chains received from different
cluster leaders. It runs an algorithm similar to Algorithm 1
at the cluster-level abstraction. The CL-graph maintained at
the global leader exposes the system-wide lateral movement
chains.

We believe that the multilevel hierarchical architecture is
suitable for most real-life systems and provides a balance
between communication overhead and robustness, because it
adopts the scale-out model rather than the scale-up model of
the centralized architecture. The scalability benefits will be
shown in a detailed evaluation presented in Section V.

D. Causation Event Generation on Hosts

The fusion architecture uses the causation events emitted
by host-level agents to build the HC-graphs. A host-level
agent uses process communication events to infer causation
relations. We use process communication instead of pure
timing information between connections in order to reduce
false causation relations. For example, a causation event is
inferred when a process in a host receives a connection, forks
a new process, and then creates an outgoing connection to a
new host.

To infer causation events, we build a Process Communica-
tion graph that contains time-ordered remote and local process
interactions.

There are three types of elements in a Process Communi-
cation graph: a local process, a remote process, and a file. A
process is identified by a unique identifier, and not by the OS-
supplied PID, which is reused; a remote process is identified
by the port number and addresses of the remote host; and a
file is identified by the unique ID assigned by a file system,
and not by the file name.



We consider three types of process communication events:
1) a network connection with a remote process, 2) a transient
communication (local interprocess communication, memory
operation, or file read), and 3) a permanent state change (file or
Registry writes). All these events, except file reads and writes,
are bidirectional.

Definition The Process Communication graph (PC-graph) is
a graph PCG = (V, E,t), where the set of vertices corre-
sponds to processes and files, an edge connecting two vertices
represents a process communication, and the function ¢ labels
the edges with a time interval [¢;,;] of the communication.

The time interval [t;,¢;] denotes the time when the commu-
nication channel was established, ¢;, and the time of the last
observed communication, ¢;. When a communication channel
such as shared memory between processes cannot be observed,
as opposed to sockets and pipes, we assume that the channel
is active at all times.

A host-level agent monitors processes and collects the
relevant communication events. When a new event is observed,
the PC-graph is updated through addition of a process/file
vertex with the relevant attributes, or through addition or
updating of an edge with the observed time. The timestamps
of the communication events are sampled using the system’s
provided timestamps.

We use the PC-graph to infer causation events. A causation
event is emitted when a valid path is found. A valid path
starts from an incoming connection edge, passes through a
set of communicating processes whose periods of activity are
sequential or overlapping, and ends on an outgoing connection
edge.

Definition A  valid path is defined

s Pis €3y Djy €it1, Phs - - - Tout Where

« The outgoing connection, 7., happens before the in-
coming connection 7y, i.€., t(ri) < t(rout),

e t(e;) and t(e;41) overlap, and

o t(e;) happened before t(e;y1).

as  p

Ting -« -

We find these causation events using Algorithm 2. The algo-
rithm, a modified Depth First Search (DFS), walks the graph
starting from an outgoing connection edge until an incoming
connection edge is found. At every step, the algorithm picks
edges such that the properties in the valid path are satisfied.

Algorithm 2 Modified Depth First Search (DFS)
1: procedure MoD-DFS(G,V,E)

2: if v is an incoming connection then

3: trigger causation event

4: end if

5: if all edges to v are visited then

6: label v as discovered

7: end if

8: for edge k=(w,v) in time-ordered set G.E(v) do

9: if vertex w is not discovered AND edge k is not visited AND
edges (k,e) satisty the definition in Section IV-D then

10: DFS(G,w.k)

11: end if

12: end for

13: end procedure
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The algorithm has a worst-case runtime complexity of
O(|E| + |V|). However, the PC-graph is not fully connected,
and has many disconnected sub-graphs. So in the average case,
MOD-DFS will only walk smaller sub-graphs. Section V-C
shows that the overhead of our prototype host-level agent is
less than 10%.

To reduce the memory overhead of the host-level agent, we
prune the PC-graph to remove those processes that no longer
affect running processes. When a process is terminated or a
file is deleted, the agent removes the process from the PC-
graph if all reachable processes from the terminated process
have terminated. However, if the process has a path to a file
write event, then the process is not removed until the file itself
is removed or overwritten.

V. EVALUATION

We used trace-based evaluation to study the performance
trade-offs of the proposed lateral movement detection ap-
proach. We focused mainly on evaluating our hypothesis that
the resource overhead on the leader can be distributed using the
multilevel hierarchical fusion architecture for lateral movement
detection. First, we implemented the algorithms presented
in Section IV. Next, we simulated lateral movement over a
network topology, and ran our fusion algorithms using the
simulation traces. We evaluated the scalability of the hierarchi-
cal fusion by implementing different clustering techniques and
computing fairness and locality metrics. Finally, we evaluated
the performance overhead of a prototype implementation of
the host-level agent to confirm its practicality.

A. Experiment Setup

We modeled a generalized lateral movement as a set of two-
state Markov chains at every node. The transition probabilities
between the states are affected by the state of neighboring
nodes. The complete system dynamics are expressed in equa-
tion 1.

Py = (I+BA)P, (D

where P; € R™*! is a probability vector describing whether a
node has been visited at time 4, A € {1,0}"*" is the network
topology, and 3 is the rate of node traversal. The rate of
traversal describes the aggressiveness of the attacker during
lateral movement; a high value of 3 denotes an aggressive
attacker, signifying fast lateral movement. We model the skill
level of an attacker, «, as the probability that a host in the
system is exploitable by the attacker.

The simulation starts by using the attacker’s skill level
to pre-select hosts that are vulnerable. Then, the simulation
runs the dynamic model from equation 1, and generates a
trace of causation events to evaluate the proposed framework
for lateral movement detection. Table I shows the values of
the simulation parameters that we used in our experiment.
The network topology is a generalized random graph (GRG)
with probability . As mentioned in Section IV-C, the trigger
event is an outgoing connection from a cluster, and the
transformation function is the cluster-level abstraction. For the
centralized fusion architecture, all the events are processed by



a centralized collection agent. For the hierarchical architecture,
the nodes are assigned to distinct clusters.

TABLE I: Simulation Parameters

Parameter Value Parameter Value
Number of nodes (n) | 5,000 GRG probability (y) | 0.027
Aggressiveness (3) 1/10.0 Skill set () 0.7
Simulation time (T) 10,000 Simulation runs 50

We evaluated the performance and effectiveness of four
different host-clustering methods, given below.

« Random: Randomly divide the nodes into a fixed number
of clusters.

o Page rank: Divide the neighborhood of high-page-rank
nodes into clusters.

o Hierarchical clustering: Divide the graph by greedily
optimizing the modularity metric.

o Spectral clustering: Identify connected sets of nodes as
clusters by computing the graph Laplacian and clustering
the top k eigenvectors.

B. Results

In the centralized data fusion architecture, one global col-
lection agent or leader performs all the event processing. This
collection agent has a complete view of the system state, but
it requires a lot of resources to handle the events from the
whole system and is a single point of failure. On the other
hand, the hierarchical architecture distributes the load among
the clusters. However, every cluster has a limited view of the
system, and the global leader agent has a more abstracted view
of the whole system.

In order to study the trade-off between performance and
quality of system view at cluster leaders in the hierarchical
architecture, we varied the number of clusters for different
clustering methods and computed the following metrics: 1)
resource usage at the global leader, 2) resource usage at cluster
leaders, 3) resource fairness among clusters, and 4) locality of
graphs at cluster leaders.

To study the resource usage on the global leader, we
measured the number of messages sent from the cluster leaders
to the global leader. The results in Fig. 3a show that when
there is only one cluster, which is the centralized case, all of
the messages are processed by the global agent. The number
of messages is reduced by a factor of 100 when there are
two clusters. For all the clustering methods, the number of
messages always decreases as the number of clusters increases.
However, the number of messages sent for random clustering
is about 10 times higher than for the other clustering methods.
The reason is that the trigger event occurs more frequently in
random clustering because of the random manner in which
nodes are clustered.

Next, we measured the average size of the graph (number
of messages) maintained by each cluster leader. As shown in
Fig. 3b, for all the clustering methods, the average graph size
decreases as the number of clusters increases. The random
clustering generates smaller graphs at the cluster leaders than
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Fig. 3: Evaluation results for (a) number of messages received at the
global leader, and (b) local graph size at cluster leaders. The results
are averaged over 50 runs of simulation. The envelope around each
line is the 95% confidence interval.
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the other clustering methods do. That happens because the
random clustering uniformly divides the network into clusters,
so each cluster leader will have a small graph.

Ideally, the hierarchical architecture should distribute the
communication and processing workload fairly among the
clusters. To evaluate the fairness, we measured the standard
deviation of the set of graph sizes for all the clusters. Stan-
dard deviation describes the distribution of the measurements
around the average. If the standard deviation is low, then the
resource usage per cluster is balanced. If the standard deviation
is high, then the resource usage per cluster is not balanced,
and some clusters use more resources than others to maintain
the local HC-graphs. As shown in Fig. 4a, we observed that
the number of clusters and fairness are not correlated, and
that fairness is affected by the clustering method. For each
clustering method, when the number of clusters is more than
30, the fairness converges to a singular value. The reason
is that each cluster has a very small number of nodes, and
thus the local graph is also very small. Moreover, the page
rank clustering performs poorly in terms of fairness, giving
the highest standard deviation of all the methods because it
produces unbalanced clusters due to the nature of the generated
random graph.

Finally, we evaluated the locality of the HC-graphs at a
cluster leader. The locality metric aims to measure the quality
of the graph for use in local response actions. Local response
mechanisms use the local HC-graph, whose information is
limited to cluster-level causation events. Local response to
lateral movement would benefit from HC-graphs that contain
more information pertaining to lateral movement within the
cluster. Thus, we define the graph locality as the fraction of
vertices in the graph that represent internal hosts within the
cluster. A larger number for graph locality means the cluster



TABLE II: Overhead (measured using top) of the host-level agent
implemented using DTrace and Python.

Time CPU DTrace | Memory .
. Data rate Graph size
period | overhead events usage
3 hrs 9.09% 328,377 19 MB 1.8 KBps V] = 4,584
|E| = 14,607

has a better view of the lateral movement within itself. As
shown in Fig. 4b, we observed that random clustering has
the least locality of the graphs at cluster leaders. The other
methods have almost the same locality values. The reason is
that random clustering does not consider the network topology
when creating the clusters. We also observed that the number
of clusters has very little effect on the locality of the graphs.
In summary, for a network size of 5,000 nodes, use of 20-30
clusters achieves an optimal balance among resource usage,
fairness, and quality of the local state. With more than 30
clusters, the benefits of the hierarchy start to diminish. All of
the clustering methods that utilize underlying graph topology
perform well in terms of reducing the resources needed for
the global leader. Finally, while random clustering has the best
fairness measures, it has the worst quality of local graphs.

C. Host-level Agent Implementation

We used DTrace on OS X to implement a prototype
of the host-level agent. The prototype uses probes from
the syscall, proc, and fsinfo providers in the kernel
to collect process communication information. Information
collected from DTrace is piped to a Python program that
maintains the PC-graph and prunes the graph when a process is
terminated. python-igraph is used to implement the PC-graph
as a labeled directed graph. We evaluated the implementation
over a MacBook Pro (Mid-2012) with 2.6 GHz Intel Core
i7 and 16 GB of memory, used as a workstation inside a
university network. Table II shows the resources used by the
host-level agent. The results show that the CPU overhead is
at 9.09% and data are produced with an average rate of 1.80
KBps. This indicates that such a host-level agent, despite the
lack of explicit optimization of the collection of host-level
activity, is lightweight and uses little resources, making it
suitable for practical use.

VI. RELATED WORK

Effective intrusion detection is a necessary component of se-
cure and resilient systems. Multi-sensor fusion techniques [4],
[9], [10], [11] aim to improve accuracy and performance of
intrusion detection by combining security information from
multiple sources. Most of these approaches, however, rely
on heuristics and predefined rules about the properties of the
underlying system and the behavior of attacks, which change
very frequently. These approaches generally fail to detect
many sophisticated attacks, such as zero-days and long-lasting
targeted attacks [12].

Lateral movement detection can help in detecting intrusions
in early phases and preventing significant damage to the
system [13], [6]. However, a sophisticated lateral movement
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attack is difficult to detect, since the attack is targeted and
usually uses normal network operations to spread slowly and
silently across the system.

Thus, lateral movement behavior is very different from
worm propagation, which quickly spreads far and wide. Thus,
worm detection techniques [12], [14], [15] that rely on de-
tecting changes in host behaviors or network communication
structures may not successfully detect lateral movement. As
we show in this paper, more general behavioral features, which
provide a holistic view of system-wide activities, are needed
to detect such an attack. The distributed fusion framework
proposed in this paper enables us to detect such long-lasting
and slow-moving attacks in large-scale systems.

The concept of establishing causality among network con-
nections has previously been used to profile normal network
communications in order to detect worms. The techniques
proposed in the literature detect worms by using anomalous
timing and port distributions [12], signatures of known worm
packets [14], and rare connections between hosts [15]. How-
ever, these methods fail in the context of lateral movement
because the attacker may change behavior or use known
services and paths to spread through the system. Instead, our
approach for finding connection causation chains relies on
looking at the kernel-level activities on the hosts and thus
allows us to infer the causations more accurately.

Finally, the work in [16] describes an approach to quan-
titatively determine the level of exposure to certain types of
lateral movement that are based on Pass-The-Hash attack. It
can be used to help configure a network to minimize exposure
to these types of attacks.

Our work, on the other hand, uses high-level behavioral
patterns to detect lateral movement in large-scale systems. In
particular, our approach collects host-level activities and cor-
relates them with network communications. The hierarchical
collection and fusion of this information across all the hosts,
which is based on our distributed data fusion framework, then
provides the basis for scalability and performance of lateral
movement detection.

VII. DISCUSSION AND FUTURE WORK

Our fusion framework provides a basis for collecting and
combining information to detect all types of lateral movement
behavior. In this paper, we do not aim to distinguish between
malicious and benign lateral movement, since the benign
lateral movement can also be used by attackers to achieve
malicious goals. Moving forward, we can introduce domain
knowledge, such as normal data workflow in the system, into
our fusion framework to distinguish between malicious and
benign lateral movement.

Evaluation of the security of our fusion framework is not the
main focus of this paper, and is being addressed in our ongoing
work. Instead, here we discuss the security implications of the
fusion framework and the ways to address them.

Our fusion framework relies heavily on the ability of the
agents to report accurate information in order to detect lateral
movement in the system. This implies that we need to ensure



the security of the information stored and transmitted among
the agents. We believe that implementation of such secure
agents is feasible in practice through use of technologies such
as TrustZone [17]. These technologies encapsulate programs
in a secure environment with encryption of memory and disk
to provide integrity and authenticity.

In addition to making the agents secure, we also need to
consider the situations in which the information collected by
the agents is incorrect. The underlying host or network may
provide wrong information to the agents because of the effect
of an intrusion. We consider this implication in two different
cases, loss of information and incorrect information.

The first case, loss of information, may happen when an
attacker uses covert channels for communication. For example,
information can be encoded in an infinite number of ways us-
ing storage or timing channels [18]. Although we cannot claim
to detect such well-designed schemes, our framework can be
extended to account for the missing information by inferring
causation chains based on some probabilistic measures. We
plan to incorporate a model for missing data in our fusion
framework, similar to what has been shown in [19], [20].

The second case can arise because of malware such as
rootkits that can modify the kernel-level state and feed false
information to the agents. We believe that we can address this
issue by including additional domain knowledge in the fusion
framework.

VIII. CONCLUSION

Intrusion resilience through response and recovery presents
a practical solution for system security. To achieve resiliency,
we need to monitor the system to estimate the security
state, and then select responses that maintain a resiliency
metric related to service and intrusions. We present a flexible
framework for distributed data fusion aimed at addressing
intrusion resilience. The framework defines different compo-
nents of data fusion: data transformation, dissemination, and
abstraction. We use the framework to define a method that uses
agents in the system to detect lateral movement. Our method
merges host-level communication causation events to create
host communication graphs. The merge algorithm exploits
the semantics of the causation relation to avoid requiring
time ordering on the host-level events. Then, in order to
avoid having a centralized collection agent, we cluster the
agents into a hierarchy in which each cluster leader maintains
local host communication graphs and sends abstracted updates
to the global collection agent. We evaluate the performance
gains from clustering the agents and distributing the workload
for different clustering approaches. Our results show that
clustering methods that utilize network topology achieve a
good balance between performance and quality of state. We
also implement a prototype of the host-level agent and show
that the agent is lightweight and suitable for practical use.

This work is the first step towards resiliency for lateral
movement. We plan to continue the work by finding methods
to detect malicious lateral movement, and then devise response
actions to contain such activity.
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